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Computing

© MOBILE COMPUTING

Ensure your laptop and personal digital assistant (PDA) are encrypted
and password-protected.

If a computer or PDA uses wireless connections, ensure all wireless
communications are encrypted.

Ensure encrypted backups are in place.

When using USB flash drives, use only devices that have built-in
encryption and require passwords.

Implement mobile device management to deploy org-wide
configuration and compliance policies.

PASSWORD GUIDELINES

Ensure your computer has a user profile lockout policy in place that
requires reentering a password to gain access.

Have strong password policies in place, including password complexity,
password age and use of MFA.

Use of password managers in accordance with NIST and Cyber Secure
Canada guidelines.

EMAIL SECURITY

Use appropriate signatures and standard disclaimers on email
messages, faxes and other documents.

Report spam/junk emails immeditely.
Carefully address emails and double-check names in the address lines.
Be cautious when communicating sensitive information via email.

GENERAL

Perform weekly scans to ensure endpoints are up to date and
unauthorized software is not installed.

Make weekly backups and keep backups securely offsite.

Ensure policies are in place preventing access to restricted websites
and software.

STAFF EMPOWERMENT
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FUSION COMPUTING
targeted remediation:

RISK ASSESSMENTS

Risk must be gauged and prioritized based
on factors such as probability of occurrence,
impact on the organization, and
prioritization.

Risk assessments should be conducted or
reviewed regularly and at least once per year.

SECURITY CONTROLS

Anti-virus and MDR

Secure encrypted backups
Data Loss Prevention
Encryption at rest and in transit
Firewall

Incident Response Plan

Mobile Device Management
Policies and procedures
Security Awareness Training

Vulnerability Management
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Multi-Factor Authentication
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Educate staff and end users about cybersecurity. o - 6"&
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Require regular security awareness trainings. g
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CYBER INSURANCE R < N CIS Controls
Cyber Insurance generally covers your business's liability for a ?31; é‘
data breach involving sensitive customer information. @ <
Cyber insurance and cybersecurity frameworks have a symbiotic BETEET

relationship, with one enabling and reinforcing the other.



